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Outline

» Set-based methods: interval arithmetic
» Abstract interpretation: numerical abstract domains
» Affine arithmetic and the zonotope abstract domain

> Application to the analysis of numerical properties of programs



Function image computation

Given
> f:R" - R’
> aset X in P(R™)

we want: f(x)
f(X) = {f(x),x € X}.
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Function image computation

Given
> f:R”" - R"

> aset X inP(R") 0
we want:

F(X) = {f(x),x € X}.

» Over-approximating extension of f (or inclusion function):
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Function image computation

» Over-approximating extension of f (or inclusion function):
fo : P(R™) — P(R") such that VX in P(R™), f(X)C fo(X)
= states that may belong to the image by the function of some input set
> extension of f:
: P(R™) — P(R") such that VX in P(R™), f(X)
=states proved to belong to the image by the function of some input set

First focus on the much more classical over-approximations



Computing inclusion functions: interval arithmetic

Interval arithmetic: replace each number by an interval containing it and compute

> So that the exact result is guaranteed to be contained in the computed interval

» Initially (Moore 1966): small intervals, introduced to take into account roundoff
errors as well as uncertainties (on the physical data. . .)

> Later: more generally, computations with large sets (with specific algorithms)
Interval analysis: develop dedicated algorithms for reliable (or
verified/guaranteed/certified) computing

» Control or quantify roundoff errors

» Compute certified solutions of problems such as constraint satisfaction, global
optimization, ODE integration

» Mathematical proofs (e.g. Hale’s proof of Kepler’s conjecture)



Intervals

> Interval of real numbers [x] e IR : [x] = [x,X] = {x e R| x < x <X}

» interval for 7 on a radix-10 machine with 3 digits of mantissa : [3.14159, 3.14160]
> data d measured with absolute errore: [d — €,d + €]
> more generally, for S € P(R) : [inf S, sup ]

> Vector of intervals = Box = Cartesian product [x] € IR : [x] = ([x], . .., [x:])"



Inclusion function

Definition
Forf: R" — RP, an interval extension or inclusion function is an interval function
[f] : IR" — IRP such that

V[x] € IR", f([x]) = {f(x),x € [x]} < [F]([x])

X2 Y2
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Inclusion function

Definition
Forf: R" — RP, an interval extension or inclusion function is an interval function
[f] : IR" — IRP such that

V[x] € IR", f([x]) = {f(x),x € [x]} < [F]([x])

X2 Y2
A R"” A RP
[F1(1x])
b o
e
PN () »y

We denote [f*] the minimal inclusion function associated with f, such that [ "] ([x]) is
the smallest box enclosing f([x]) for all [x].



The natural interval extension or interval arithmetic

Interval arithmetic: the arithmetic operations are extended for interval operands in such
a way that the exact result of the operation belongs to the computed interval

foro=+,—,x,/: {xoy|xe ]y} <Kol
Using monotonicity, interval extensions with the interval endpoints:

> Xl + .yl =[x +y,x+¥]
> XXl yl=kx-y.x -yl

Beware! [x] — [x] = {x1 —x2| x1 € [x], x2 € [x]} # 0.



The natural interval extension or interval arithmetic

Interval arithmetic: the arithmetic operations are extended for interval operands in such
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The natural interval extension or interval arithmetic

Interval arithmetic: the arithmetic operations are extended for interval operands in such
a way that the exact result of the operation belongs to the computed interval

foro=+,—,x,/: {xoy|xe ]y} <Kol
Using monotonicity, interval extensions with the interval endpoints:
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The natural interval extension or interval arithmetic

Interval arithmetic: the arithmetic operations are extended for interval operands in such
a way that the exact result of the operation belongs to the computed interval

foro=+,—,x,/: {xoy|xe ]y} <Kol
Using monotonicity, interval extensions with the interval endpoints:
> Xl + .yl =[x +y,x+¥]
Beware! [x] — [x] = {x1 —x2| x1 € [x], x2 € [x]} # 0.
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> [x,x]* = [min(x?,x*), max(x?,X*)]if O ¢ [x,x],

[0, max(x*, X*)] otherwise



The natural interval extension or interval arithmetic

Interval arithmetic: the arithmetic operations are extended for interval operands in such
a way that the exact result of the operation belongs to the computed interval

foro=+,—,x,/: {xoy|xe ]y} <Kol
Using monotonicity, interval extensions with the interval endpoints:
> Xl + .yl =[x +y,x+¥]
Beware! [x] — [x] = {x1 —x2| x1 € [x], x2 € [x]} # 0.
> X, X] x [y, ¥] = [min(x X y,x X ¥,X X ¥, X X y),max(x X y, X X y,X X y,X X )]

> [x,x]* = [min(x?,x*), max(x?,X*)]if O ¢ [x,x],

[0, max(x*, X*)] otherwise

> [ X1/ly,¥] = b X x [min(1/y,1/y), max(1/y,1/y)]if0 ¢ [y, y]



Algebraic properties

Preserved:
» associativity, commutativity hold

Lost:

» subtraction # addition™
> in particular [x] — [x] 2 [0, 0] in general (when x # x)
» division # multiplication™
» squaring is tighter in general (when 0 € [x]) than multiplication by oneself
> [-1,1] x [=1,1] = [=1,1] while [-1,1]? = [0,1]
» multiplication is only sub-distributive wrt addition

> W x (W] +[2]) € B x ]+ X < (2]



Other interval operators

» elementary functions (exp, log, sin, . . .): again use (piecewise) monotony

» set operators: union, intersection

'
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Interval arithmetic: sources of overestimation

» Interval arithmetic does not define a minimum inclusion function (which would
compute the smallest box that contains {f(x), x € [x]})

» The main source of overestimation is decorrelation of variables, known as
dependency problem. Typically, [x] — [x] = {x —y|x € x|,y € y]} # 0

» The geometric view, known as wrapping effect: boxes are non relational, rectangles
with sides parallel to the axes cannot capture relations between dimensions

» gray: initial box and its exact image

through 2 successive rotations

» cyan: in the center, the best box
abstraction of the exact gray image; on
the right, its image by the 2nd rotation

> : the best box abstraction of the
blue image (which is NOT the minimal
box enclosing the exact image in gray)




General function inclusion by interval arithmetic

» For a general (non monotonic) function, cannot reason on the interval endpoints

» Inclusion by interval arithmetic, also known as natural interval extension: replace
operators 4+, —, X, / and elementary functions by interval counterparts
> : different results for mathematically equivalent expressions (in real nb)

> Always correct, but the enclosure can be unsatisfyingly wide
> How to choose the best extension ? How to choose a good one ?

Example: evaluate f(x) = x(x 4 1) for [x] = [—2,1]. Can you rewrite the expression to
improve the inclusion ?



General function inclusion by interval arithmetic

» For a general (non monotonic) function, cannot reason on the interval endpoints
» Inclusion by interval arithmetic, also known as natural interval extension: replace
operators 4+, —, X, / and elementary functions by interval counterparts

> : different results for mathematically equivalent expressions (in real nb)

> Always correct, but the enclosure can be unsatisfyingly wide
> How to choose the best extension ? How to choose a good one ?

Example: evaluate f(x) = x(x 4 1) for [x] = [—2,1]. Can you rewrite the expression to
improve the inclusion ?

> evaluate f(x) = x(x + 1) for [x] = [-2,1]: =
(FI(B) = [=2,70([=2,1]+1) = [=2,7]x[-1,2] = [-4,2] :

> butwriting f(x) = x? + x: N
2,12 + [-2,1] = [0,4] 4+ [-2,1] = [-2,5] w

> andwriting f(x) = (x+ )2 — L o
(=2,1]+3) —**[—57512—% [074]—7 (- % P) e PEE TSR R
which is the tightest result: f(—1) = —1 and f(1) =




Approximation properties of the natural interval extension

We define the Hausdorff distance on intervals by
a(d.v)) = min{g e R[] C [yl +[~9,q] A Y] C [x] +[~q,q]}
= max(lx —yl,[x = y)
and w([x]) = X — x the width of [x].
Theorem (Moore 1966)

For f a function of n variables defined by an arithmetic expression which is Lipschitz in th
interval sense for [xo] € I, then we have, for all [x] C [xo]:

([fInae (1), F([x])) = O(w([x]))
and
w(f([x]) < Ar([xo]w([x])
where X¢([xo]) is the Lipschitz constant of f on [xo], which depends only on f and [x].

R. Moore. Interval analysis. Prentice Hall, 1966

Thus the natural extension is a linear approximation: the width of a function enclosure
is proportional to the width of the input interval



First solution: splitting the input boxes

» Split the input intervals into small subintervals, evaluate the function on each
subinterval and take the union of these partial results, thus paving the resulting set.

Example
Evaluate f(x) = x(x + 1) for [x] = [—2, 1] (remember that [f]([—2,1]) = [—4, 2])
2 — 27
14 1
0 0 B
7‘] 1 7‘] + + >
—2 —1 0 1 —2 —1 0 1

X (3 subintervals) X (6 subintervals)

Gaganov 1982: evaluation up to e of a multivariate polynomial with rational coeff. on a

box is NP-hard



Second solution: Mean-value interval extension

Theorem (Mean-value theorem (1st order Taylor-Lagrange expansion))
Letf : R — R be a continuous function on [a, b], differentiable on (a, b), where a < b.
Then there exists ¢ € (a, b) such that

f(b) = f(a) + (b — a)f'(c)



Second solution: Mean-value interval extension

Theorem (Mean-value theorem (1st order Taylor-Lagrange expansion))

Letf : R — R be a continuous function on [a, b], differentiable on (a, b), where a < b.
Then there exists ¢ € (a, b) such that

f(b) = f(a) + (b — a)f'(c)

Interval
version: mean-value interval extension

vx € [x], f([x]) S F(x) + (b = x)-[F1(x])

XX

Centered form (Moore): when x is taken as the interval midpoint m([x])

[Flrr(B) = F(m(Bx)) + (Ix] = m([xD))-[F'1([x])
Naturally extends to f : R” — R:

m

[l () = F(m(1x0)) + D _ (bl = m(bx))-[F1(0x0) = F(m(x1) + (6] = m([x0)). 11 (D)

i=1



Mean-value extension: illustration

For f(x) = x> — xforx € [2, 3]: we have f(2.5) = 3.75and |f'([2, 3])| C [3,5]. Then
£([2,3]) C 3.75+([2, 3]—2.5])#[2, 3] = 3.75+[—0.5, 0.5]%[3, 5] = 3.75+[—2.5,2.5] = [1.25,6.25]

[T (X))




Interval mean-value generalized for inner-approximation

Theorem (Generalized Interval Mean-Value Theorem,Goldsztejn 2012)
» f:R™ — R be a continuously differentiable function, x an initial box of R”,
> xo = mid(x) the center of the box x, fo = [fo, fo] such that f(xo) € fo
> A; = [A;, Aj] such that {|f! (Xo,1, - - -, Xo,i—1, Xiy - - s Xm)|, X € X} C A

Then:
f(x) C [fo, fo] + > _ Airadius(x;)[1,1]

i=1

m m
[fo— Z Ajradius(x;), fo + Z&radius(x,-)] C f(x)

i=1 i=1



Example: f(x) = x* — x overx = [2, 3]

|
i
| 1

y 1 A =max,epz 9 [f'x)| =" (3)
|

= f(ag) + 05E[-1,1)

25 flr)=zrz-z

i
|
15 1,75 2 2,25 25 275
i
i
i

f(2.5) = 3.75and |f'([2,3])| C [3,5] = [A, A]. Then,
3.75+0.5%3%[~1,1] C£(]2,3]) € 3.75+ 0.5 %5 % [—1,1]
from which we deduce

[2.25,5.25] C f([2,3]) C [1.25,6.25]



Sound implementation

What if | cannot compute exactly, for instance | only know f(2.5) € [3.5,4] ?



Sound implementation

What if | cannot compute exactly, for instance | only know f(2.5) € [3.5,4] ?
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Sound implementation

What if | cannot compute exactly, for instance | only know f(2.5) € [3.5,4] ?
f([2,3]) € [3.5,4] + 0.5 %5 % [-1,1] = [1,6.5]
instead of the tighter [1.25, 6.25].

< f([2,3])

instead of the wider [2.25, 5.25].

Wider approximation of f° (or the gradient f'(x)) leads to:

» wider over-approximation (hence lower quality)

» smaller inner-approximation (hence lower quality)

Means it can be soundly implemented in the general case.



Properties of the centered form

Choice of x € [x] as the midpoint:

» other choices could be maximize the lower bound or minimize the upper bound of
the enclosure, midpoint minimizes the width of the enclosure (Beaumann, 1988)

» if the inclusion of the derivative is monotonic, the midpoint choice yields a
monotonic (with respect to inclusion) inclusion function, meaning

x] € vl = [fI([x]) < [FI(IvD),
which is not the case for other choices of x (Caprani and Madsen 1980)

Beaumann. Optimal centered forms. BIT, 1988
Caprani and Madsen. Mean value forms in interval analysis. Computing, 1980



Approximation properties of the centered form interval extension

Theorem (Neumaier 1990)
The inclusion function [f]r satisfies

1
0 < w([flmi (b)) — w(f([x])) < ([l (D) £([x])) < Sw(F1(B)-w(d)
A. Neumaier. Interval methods for systems of equations. Cambridge University Press, 1990
> if [f']([x]) is Lipschitz for intervals, then the order 1 Taylor Lagrange inclusion

function is a quadratic approximation.

» while the natural extension is a linear approximation

= not strictly comparable but TL1 tends to be better for small intervals and the natural

extension for larger intervals



Order 2 extension

Order 2 Taylor-Lagrange expansion:
Letf : R — Rbea C' function on [a, b], twice differentiable on (a, b), where a < b.
Then there exists ¢ € (a, b) such that

f(b) =f(a)+ (b — a)f’(a) + %(b o a)zf., ©)

Interval version: order 2 interval extension

Vx € X, F([x]) € F(x) + ([X] = x).F'(x) + %([X] SR ()]

20



Abstract Interpretation for automatic program verification

» Abstract interpretation is a theory of semantics approximation (P. & R. Cousot, 1977)
» Provides a systematic way to build automated program analyzers
» By synthesizing local abstract invariants fully automatically, from the source code

> Without executing the program, for sets of inputs

Incomplete but scalable methods

» Abstract program semantics in a conservative way with scalable computation
» A branch of abstractions includes the numerical abstract domains:

> Abstraction of subsets of R" and of functions from R™ to R"
> Compute sound enveloppes of state variables values
> Classical abstraction: boxes or intervals, with transfer functions = interval arithmetic

See course "Abstract interpretation: application to verification and static analysis"
(Antoine Miné)

21



Program verification: classes of formal methods

» Abstract interpreters: synthetize properties (in a limited set of "abstract"
properties) automatically, directly on programs/"code" of systems

» Model-checkers: checking properties automatically on models of
computation/systems; SAT/SMT solvers

> Interactive provers: interactively prove/discover properties on code/system

22



Automatic program verification?

Example: can we prove thatx,y € [—2, 2] is a loop invariant of the loop below?

Program to analyze: Program semantics:
x :=Input[-1,1]; > initial values of (x, y): initial set
y :=Inputl[-1,1]; I=[-1,1] x[-1,1]

while (true) {

x1 = sqrt(2)/2.*(x+y); > loop effect on (x, y):

y1 = sqrt(2)/2.*(x-y); F:P(RZ)_}'P(RZ)With
x := x1; y:=yi; FOO = {(vV2/2 % (x +
} V)iV2/2% (x =) | (x,y) € X}

> Is(x,y) € G=[-2,2] x [-2,2] aloop invariant ?

23



Automatic program verification?

Example: can we prove thatx,y € [—2, 2] is a loop invariant of the loop below?

Program to analyze: Program semantics:
x :=Input[-1,1]; > initial values of (x, y): initial set
y :=Inputl[-1,1]; =[-1,1] x [-1,7] "
while (true) {
x1 = sqrt(2)/2.%(x+y); » loopeffecton (x,y): o
y1 = sqrt(2)/2.%(x-y); F:P(R?) — P(R?) with 10
x := x1; y:=yi; F(X):{(\/E/Z*(X—i—
¥ ¥),V2/2% (x =) | (x,y) € X} S

> Is(x,y) € G=[-2,2] x [-2,2] aloop invariant ?
> YES! (all executions satisfy (x,y) € G atany iteration at loop head)

23



Automatic program verification?

Example: can we prove thatx,y € [—2, 2] is a loop invariant of the loop below?
Program to analyze:

Program semantics: F_a

x :=Input[-1,1]; > initial values of (x, y): initial set / /\
y :=Input[-1,1]; I=[-1,1] x [-1,1] /
while (true) {

x1 = sqrt(2)/2.*x(x+y); > loop effecton (x,y%: .

yl = sqrt(2)/2.*x(x-y); F:’P(RZ)AP(R ) with

x := x1; y:=yi; F(X):{(\/E/Z*(X+ \ /
y V225 (6~ 1)) | (%9) € X} <

> Is(x,y) € G = [—2,2] x [—2,2] aloop invariant ?
> YES! (all executions satisfy (x,y) € G atany iteration at loop head)

» Buthow do | prove this?

> Easyif Gis an inductive invariant (G holds initially and F(G) C G), but not the case here

23




Automatic program verification?

Example: can we prove thatx,y € [—2, 2] is a loop invariant of the loop below?

Program to analyze: Program semantics: F_—a
x :=Input[-1,1]; > initial values of (x, y): initial set / /\
y :=Input[-1,1]; I=[-1,1] x [-1,1] /
while (true) {
x1 = sqrt(2)/2.*x(x+y); > loop effecton (X’y): .
yl = sqrt(2)/2.*x(x-y); F:’P(RZ)HP(RZ)W'th
x := x1; y:=yi; F(X):{(\/E/Z*(X+ \ /
¥ ¥),V2/2% (x = y)) | (x,¥) € X} N

> Is(x,y) € G = [—2,2] x [—2,2] aloop invariant ?
> YES! (all executions satisfy (x,y) € G atany iteration at loop head)
» Buthow do | prove this?
> Easyif Gis an inductive invariant (G holds initially and F(G) C G), but not the case here

» And what if | have no idea what an invariant is ?

= Synthesize automatically inductive invariants

23



Invariant synthesis

We want local numerical invariants = at each program point, properties/values of
variables true for all execution traces, and if possible the strongest properties

Example

void main () {
int x := {-100,-99,...,50};
// X = {-100,-99,...,50}
while (x<100) {
// X = {-100,-99,...,99}

x=x+1;

// X = {-99,-98,...,100}
}

// X = {100}

Invariant synthesis:

» Program semantics as a discrete dynamical system over the variables values, F(X)
> Local invariants = reachable states as solution of fixed point equation X = F(X)

» In later courses, we will extend similar techniques for continuous-time systems
24



Forward collecting semantics - informally

» We construct the control flow graph of a program, as a transition system
T = (S,i,E, Tran)
P Sisthe set of control points of the program (we define [i] as the control point
corresponding to the execution point between line i and linei+1)
> E = {x =expr|Aexp} UBexp
> We define a certain number of rules for the transitions

Example

void main ()

{ /77 [0]

int x=[-100,501;//[1]
while /#*[2]*/(x<100)

{ // [3]
x=x+1; // [4]
} // [5]

}

25




Forward collecting semantics - informally

» We associate to each control point s; of 7 an equation in associated variables X;,
which represent the sets of values that program variables can take, at control

points s;, and collect values coming from all paths:

Xi = U [e1x;

S;€S|(sj:t,57)ETran

where [t] is the interpretation of the transition t (/transfer function), seen as a

function from the set of values of variables to itself
Example

void main ()

{ // [0] Xo
int x=[-100,501;//[1] Xi
while /#[2]#*/(x<100)
{ /7 131 *
x=x+1; // [4] X3
¥ /7 151 X4
}
X5

T
{-100,...,50}
X1 U Xxg
] — o0,99] N x,
X3+ 1

[100, +o0[Nx;

25



Forward collecting semantics - informally

» We associate to each control point s; of 7 an equation in associated variables X;,
which represent the sets of values that program variables can take, at control
points s;, and collect values coming from all paths:

Xi = U I
S;€S|(sj:t,57)ETran

» The solutions of this system X = F(X) are the local invariants at control points s;
> interested in the strongest properties = the smallest fixpoint

Example

void main ()

</ [0 X = T
int x=[-100,501;//[1] x; = {-100,...,50}
while /#*[2]#*/(x<100) _
{ /7 [3] X2 = xaUX

x=x+15 // [4] X3 = ]—00,99]Nx,
} // (5] Xa = X341

’ xs = [100,4oc0[Nx,

25



Transfer functions for arithmetic expressions

> Ateach control points € S, we compute a set of environments X € p(Loc — Z)
reachable for some execution path
» We define the set of values an arithmetic expression can take:
> [n]x = {n}
[IX]Z = X(X) where we write X(X) = {o(X) | c € X}
lao + al]= = {x +y | x = [ac]lo, y = [a]lo, o € T}
ﬂao — CI1]]Z = {Xfy ‘ X = [Go]]o’, y= |IG1]I0’7 S Z}
[ao x ] = {x xy | x = [ao]lo, y = [a1] 0,0 € £}
» Then: [X := a]X = £[[a]X/X] where X[[a]Z/X] = {c[[a]loc/X] | c € L}
> Conditionals
> [true]x =%
» [false]xX = L (where L represents value “bottom” for the environments), i.e.
L(x) = Lforallx
> [ao = oi]X = X, with X; C Y is the set of environments o € X such that
[ao = a1]o = true
> Similarly for ag < a etc.

vvyyvyy

26



Solving the fixpoint equations?

Existence of the smallest solution of the fixpoint equations X = F(X) defined by

Xi= U [

s;€S|(sj,t,5;)ETran

27



Solving the fixpoint equations?

Existence of the smallest solution of the fixpoint equations X = F(X) defined by

Xi= U [

s;€S|(sj,t,5;)ETran

Tarski’s theorem
Suppose

> D = (p(Loc = Z),C,U,N, D, (Loc — Z)) is a complete lattice
> Fis monotonic in this lattice (Vd,d € D, d C d' = F(d) C F(d'))

then the least fixpoint exists and is unique
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Solving the fixpoint equations?

Existence of the smallest solution of the fixpoint equations X = F(X) defined by

x= U

s;€S|(sj,t,5;)ETran

Tarski’s theorem
Suppose

> D = (p(Loc = Z),C,U,N, D, (Loc — Z)) is a complete lattice
> Fis monotonic in this lattice (Vd,d € D, d C d' = F(d) C F(d'))

then the least fixpoint exists and is unique

Kleene’s iteration
If F is continuous on a CPO (F monotonicandVdo Cdi C ... Cd, C...0ofDD:
Unen F(dn) = F (U,en dn)), then the least fixpoint of F can be computed by the
increasing iterations:
fix(F) = | F"(L)
neN
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Partial order

Partial order
Let a set P and a binary relation <C P x P. Relation <isa
called a if and only if:

» <isreflexive:Vp € P,p < p

» <istransitive: Vp,q,r e P,p < q&q<r — p<r

» <isanti-symmetric:Vp,q € P,p < q&q <p — p=gq

Ex.: powerset (=set of all subsets of S) with inclusion order (p(S), C)

Classical representation as Hasse diagram:

y.2)

(and (P, <) is

28



Upper bounds, Lattice, Completeness
Upper/lower bounds

» p € Pisanupperboundof X C PifVg € X,q < p
> pisa (the!) least upper bound (lub, sup, denoted | X) if:

> pisan upper bound of X
> forall upperboundsgofX,p < g

> similarly, lower bound and greatest lower bound (glb, inf, denoted [ X)
Lattice

> A is a partial order P admitting a lub and a glb for all X C P containing two
elements (hence for any non empty finite set X)

> A is a partial order P where all w-chains
po<p1 <...<pp<...of Padmitalub

» In general, we suppose that a cpo also has a minimal element, denoted L
> Alatticeisa if all subsets admit a lub (and hence a glb).

Example: in (p(S), €), all X admit a lub (the classical set union) and a glb (the classical
set intersection). It is a complete lattice (L =@, T = S).



Solution of semantic equations: example

We want the least fixpoint of the system X = F(X) given by

Xi {-100,...,50} F(x, ..., Xs)

X2 X1 U Xq Fa(xa, ..., Xs)
FIl x3s | =] ]—00,90Nnx, | =

X4 X3+ 1

X5 [100, +oo[Nx2 Fs(x1,...,Xs)

Kleene-like iterations

> classical Kleene iteration X° = L, X' = F(X°),..., X" = X U F(X¥) is very slow

> we can “locally” iterate on any of the f;s, as long as all F; are evaluated, potentially,
an infinite number of times

» we use here the (classical too) iteration: start from X° = L and iterate

k+1 k k k
Xq - F1(X15"'7X43X5)
k+1 k+1  k k
X5 FZ(X1 7X27---7X5)

k41 _ k+1 k+1 k
Xs = G, X Xs) 30



Solution of fixpoint computations

int x=[-100,501;//[1]

X = {100,...,50}
while /*[2]#/(x<100)

k+1 _ k41 k
Xy =X @] Xa

{ // [3]
x=x+1; // [4] X%:: :] ;+?0799] OXIZ(-H
} // [5] I L
Xt =100, +oo[ru !
X0 =1
=1
=1
x)=1



Solution of fixpoint computations

int x=[-100,501;//[1]
while /*[2]#/(x<100)

x=x+1; // [4]

// [3]

/7 [5]

x] = {-100,...,50}
xy = {-100,...,50}

X, =] — 00,99] N {=100, .. .,50} = {—100,.

x, ={—100,...,50} +1={-99,...,51}
xi = [100, +o00[N{-100,...,50} = L

X = {100, .. .,50}
k+1 — X:H»] UXZ
X =] — 00,99] N xkH!
KT =k
X = 100, 4+-oo[kt!

..,50}
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Solution of fixpoint computations

int x=[-100,501;//[1]
while /*[2]#/(x<100)

{ // [3]
x=x+1; // [4]
} // [5]1

xj ={=100,...,50}
xy = {-100,...,50}
x} = {-100,...,50}
xy = {-99,...,51}
Xt =1

X = {100,...,50}
X§+] = X$+1 UXZ

X =] — 00,99] N xkH!
KT =k

X = 100, 4+-oo[kt!

x¢ = {-100,...,50}

x3 = {-100,...,50} U {-99,...,51} = {-100,...,51}
X2 =] — 00,99] N {-100,...,51} = {-100,...,51}

= {-100,...,51} +1={-99,...,52}

x2 = [100, +oo[N{—100,...,51} = L

N
|
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Solution of fixpoint computations

int x=[-100,501;//[1] X = {100,...,50}
while /*[2]#/(x<100) KH1 k1 K
{ /7 [3] N TH P
XA =] — 00, 99] NXH
x=x+1; // [4] 2]7 P ’ 2
} // 151 X =T

+1 = [100, ookt

Xl ={-100,...,50}  x2 ={-100,...,50}
Xy = {-100,...,50} X3 = {-100,...,51}
x} = {-100,...,50} X3 = {-100,...,51}

xp={-99,...,51} X2 ={-99,... 52}
X}):J_ sz’:J_

k < 50

X+ = {100,...,50}

xé*‘ ={-100,...,50} U{—99,...,50 + k} = {—100,...,50 + k}
X =] — 00,99] N {100, ...,50 + k} = {—100,...,50 + k}
X = {100,...,50 + k} +1={-99,...,51 + k}

XKt =100, 4-00[N{~100,...,50 + k} = L
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Solution of fixpoint computations

{
x=x+1;
}
k < 50
X+ = {-100,...
X = {00, ...
X = {-100,...
X = {—99,...,
k+1 - L

int x=[-100,501;///[1]
while /*[2]#/(x<100)

// [3]
/7 (4]
/7 [5]

X = {100,...,50}
X§+] = X$+1 UXZ
X =] — 00,99] N xkH!
KT =k
X = 100, 4+-oo[kt!

Xl ={-100,...,50}  x2 ={-100,...,50}
xy = {-100,...,50} x3 = {-100,...,51}
x3 = {-100,...,50} x2 = {-100,...,51}

Xg = L

x=1{-

99,...,51} x2 ={-99,...,52}
xt=1
X! = {-100,...,50}
x5! = {-100,...,50} U{—99,...,100} = {-100,...,100}
x5! =] — 00,99] N {-100,...,100} = {-100,...,99}
x5! = {-100,...,99} +1={-99,...,100}

x2' = [100, +00[N{—100,...,100} = 100

31



Solution of fixpoint computations

int x=[-100,501;///[1]

X = {100,...,50}
while /*[2]#/(x<100)

k+1 _ k41 k
X=X UXy

{ // [3] k+1 k+1
x=x+1; // [4] X?<+1 -l ;4:1)0’ 29I n%
by /7 [5] X =T

X =100, oo™

Xl ={-100,...,50}  x2 ={-100,...,50}
xy = {-100,...,50} x3 = {-100,...,51}
x3 = {-100,...,50} x2 = {-100,...,51}

Xy ={-99,...,51 x2 ={-99,...,52
4 4
X}}:J_ sz’:J_

k < 50

X+ = {100, .. .,50} X = {-100,...,50}

X = {-100,...,50 + k} x5 = {-100,...,100}
X = {-100,...,50 + k} x5’ ={-100,...,99}
X = {—99,...,51 4k} x3' = {-99,...,100}
Xt =1 x2' =100

k > 51, xk = x¥

31



Partial conclusion

> We were lucky, there is no reason that we can solve these semantic equations in
general in finite time

» — Abstract the semantics by elements that are computer representable, with
tractable transfer functions

» — Use widening operators that guarantee reaching in finite time a post-fixpoint
(such that F(X) C X)

32



Synthesis of an abstract inductive invariant, informally

» the program semantics is abstracted by a transition relation or discrete dynamical
system F* that covers all possible behaviors, and can be efficiently computed

> we collect and gather all states that can be reached after zero, one, or any number
of iteration steps of F* =iterate F* until fixpoint: Kleene iteration

» the least fixpoint when it exists is the strongest inductive invariant (S such that
I C Sand F¥(S) C S) of the abstract system

> the abstract fixpoint is a sound abstraction of the concrete fixpoint

F -
x :=Input[-1,1]; / V_ \
y :=Input[-1,1];

while (true) { /

x1 = sqrt(2)/2.*%(x+y);
y1 = sqrt(2)/2.%(x-y);

x = x1; y:=y1;
}

X,y € [—2, 2] loop invariant ?

no box is an inductive invariant . . .
but we can find an inductive octagon

Art of abstract interpretation= define a good general-purpose abstraction!

33



Numerical abstract domains

A choice of abstract predicates, that allow an efficient (abstract) representation of sets
of (concrete) points, and efficient abstract transfer functions for arithmetic operations.

Example (Concrete points, )

X2

X1

34



Numerical abstract domains

A choice of abstract predicates, that allow an efficient (abstract) representation of sets
of (concrete) points, and efficient abstract transfer functions for arithmetic operations.

Example (Concrete points, Interval )

X2

X1
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Numerical abstract domains

A choice of abstract predicates, that allow an efficient (abstract) representation of sets
of (concrete) points, and efficient abstract transfer functions for arithmetic operations.

Example (Concrete points, Interval and abstractions)

X2

T
g

34



Abstract Interpretation (Cousot & Cousot 77)

Abstract interpretation: a theory of semantics approximation

> The simple/elegant framework relies on Galois connections between complete
lattices (abstraction by intervals for instance)

» Weaker structures often used in practice

Galois connections
> LetC be a complete lattice of concrete properties: (e.g. (p(Z), C))
> Let A be acomplete lattice of abstract properties: (e.g. (S, C))

» «:C — A (abstraction) and v : A — C (concretisation) two monotonic functions
(we could forget this hypothesis) such that

a(x) <ay e x<c ()

Abstract states over-approximate sets of concrete states: we will reason in the abstract
to deduce properties true on the concrete executions



Abstraction

» The (best) abstraction function « gives the most precise abstract value that
soundly represents a given concrete property

» The concretization function v gives the semantics of abstract values, in terms of
concrete properties: it maps an abstract value a to the largest set of concrete
values that satisfy a

Not all abstractions are Galois connections

» There can be no «

» (Example: the lattice of polyhedra is not complete: strictly increasing chains with
limit not a polyhedron (no best abstraction of a disk)

36



Example: lattice of intervals

> Intervals [a, b] with bounds in R with —co and 4oc0

> Smallest element L identified with all [a, b] witha > b
> Greatest element T identified with [—oco, +00]

» Partial order: [a,b] C [c,d] <= a>candb <d

37



Example: lattice of intervals

> Intervals [a, b] with bounds in R with —co and 4oc0

> Smallest element L identified with all [a, b] witha > b
> Greatest element T identified with [—oco, +00]

» Partial order: [a,b] C [c,d] <= a>candb <d

Lattice:

» Sup:[a,b] U [c,d] = [min(a,c), max(b, d)]
> Inf:[a,b] N [c,d] = [max(a, c), min(b, d)]
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Example: lattice of intervals

> Intervals [a, b] with bounds in R with —co and 4oc0

> Smallest element L identified with all [a, b] witha > b
> Greatest element T identified with [—oco, +00]

» Partial order: [a,b] C [c,d] <= a>candb <d

Lattice:

» Sup:[a,b] U [c,d] = [min(a,c), max(b, d)]
> Inf:[a,b] N [c,d] = [max(a, c), min(b, d)]

Complete:
(lai, bi] = [infic) ai, supic; bi]

i€l
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Example: lattice of intervals

> Intervals [a, b] with bounds in R with —co and 4oc0

> Smallest element L identified with all [a, b] witha > b
> Greatest element T identified with [—oco, +00]

» Partial order: [a,b] C [c,d] <= a>candb <d

Lattice:
» Sup:[a,b] U [c,d] = [min(a,c), max(b, d)]
> Inf:[a,b] N [c,d] = [max(a, c), min(b, d)]

Complete:
(Jlai, bi] = [infie: a1, supies b]

i€l
Intervals are a non-relational abstraction: we forget relations between variables

y

int x,y; x=2+rand(0,2);
y=X; X-Xx = 7

37



Galois connection between intervals and sets of reals

Abstraction

Concretisation

vy I - p(R)
[a,b] —

(a and b are potentially infinite)



Galois connection between intervals and sets of reals

Abstraction
a : p(R) — T
S —  [inf S,sup S]
(the inf and sup are taken in R U {—o0, co})

Concretisation

vy I - p(R)
[a,b] —

(a and b are potentially infinite)



Galois connection between intervals and sets of reals

Abstraction
a : p(R) — T
S —  [inf S,sup S]
(the inf and sup are taken in R U {—o0, co})

Concretisation

vy I - p(R)
[a,b] — {xeR|a<x<b}
(a and b are potentially infinite)



Abstract transformers

Best abstract transformer of a transfer function F
For all concrete functionals F : C — C, we define an abstract functional F* : A — Aby

Fi(y) = aoFoy(y)
Itis the best possible abstraction of F.

Sound abstract transformer
We can use any over-approximation F’ such that F*(y) <1 F'(y):

» must always be conservative (not lose any behavior)
» should provide a good balance between cost and precision

» monotonic to use Kleene iteration for fixpoint computation



Transfer functions for arithmetic expressions

Determining the best interval addition

» Let+ : p(R) X p(R) — (R) be the standard, real number addition, lifted onto
sets of real numbers

» We want to find its best abstraction on intervals

®:T—7T

40



Transfer functions for arithmetic expressions

Determining the best interval addition
» Let+ : p(R) X p(R) — (R) be the standard, real number addition, lifted onto
sets of real numbers

» We want to find its best abstraction on intervals

®:T—7T

We compute:

[a,b] @ [c, d] 7 ([a, b]) + v ([c, 1))
xla<x<bt+{ylc<y<d})
{x+yla<x<b, c<y<d})
{X+yla+c<x<b+d})

= [a+cb+d]

«
«
(67

ey e

a

(+is extended to infinite numbers)

40



Transfer functions for conditionals

> [true]o? = o
> [false]o? = L

o= { 000 1o
a*()N] — oo, sup af(y)] ifz=x
> [x <=ylo*(2) = of(y) N [inf o (x), 00 ifz=y
a(2) ifz#£x,y
> etc.
Example

What will the interval analysis give in the following program? (detail local invariants)

int i = [0,200];
int j = [100,150];
if (i < j)

w = 9] = djg
else

[y

X =

= i3

M



Transfer functions for conditionals

> [true]o? = o
> [false]o? = L

o= { 000 1o
a*()N] — oo, sup af(y)] ifz=x
> [x <=ylo*(2) = of(y) N [inf o (x), 00 ifz=y
a(2) ifz#£x,y
> etc.
Example

What will the interval analysis give in the following program? (detail local invariants)

» in Ist branch, constrainti < j:

int i [0,200];

int j = [100,1501; i =[0,200]N] — oo, 150[= [0, 149],

if (i < §) j = [100,150]N]0, co[= [100, 150], x = [—49, 150]
=35 > in 2nd branch, constraintj < i

else

j = [100,150]M] — oo, 200] = [100, 150],
i = [0,200] M [100, co[= [100,200], x = [—50, 100]

[y

X =

= i3

Ll



(Interval) Constraint Propagation for domain contraction

Constraint Satisfaction Problem (CSP)
A continuous CSP (X, D, C) is defined as follows:

» X = {xi,...,Xn} asetofvariables

» D = {X,...,Xn} asetof domains (intervals)

> C ={a,...,cm} asetof constraints over variables X
Example

X = {x,x,x3}, givenin D = [1,4] x [1,4] x [8,40], with constraint C = {x3 = xix2}

Domain contraction by forward/backward propagation: remove unfeasible points
For each constraint, isolation of each variable, contraction of its domain, and
propagation with the new domain to other variables/constraints

» ideally until a fixed point is reached

» but can stop at any step: sound but possibly imprecise

Computation of a gfp under the initial values of the variables: local decreasing
iterations

42



Interval Constraint Propagation: primitive constraints

Example

X = {x,x,x3},givenin D = [1,4] x [1,4] X [8,40], with constraint C = {x3 = xix2}

The constraint x3 = x1x, can be written in 3 ways x3 = xix2, X1 = X3 /X and xo = x3/x
that can be used as contractors on each variable:
Iterate (in any order) until fixpoint

> X1 = (X3/X2) ﬁX1
> Xz = (X3/X1) ﬁXz
> X3 = X]XZ ﬁX3

Second iteration:
> X, = ([8,40]/[2,4]) N [2,4] = [2,4]
> X = ([8,40]/[2,4]) N [2,4] = [2,4]
> X3 := XX N [8,40] = [8,16]

First iteration:
> X = ([8,40]/[1,4]) N [1,4] = [2, 4]
> Xy = ([8,40]/[2,4]) N [1,4] = [2,4]

> X3 = XiX, N [8, 40] = [4,16] N [8, 40] = [8, 16]
Stable, fixpoint reached



Interval constraint propagation for complex constraints

» Complex constraints are rewritten to primitive constraints
X2+y§6’v“>(h1 :Xz)/\(h2:h1+y)/\(h2 SG)

44



Interval constraint propagation for complex constraints

» Complex constraints are rewritten to primitive constraints
X2+y§6’v“>(h1 :Xz)/\(h2:h1+y)/\(h2 SG)

> Forward interval propagation yields proof of constraint satisfaction vspace*-0.2cm

x € [2,2]Ay € [-2,2] = hy = [0,4]+[-2,2] < 6 : constraintx*+y < 6 is always sat

101y

4
D

44



Interval constraint propagation for complex constraints

» Complex constraints are rewritten to primitive constraints
X2+y§6’v“>(h1 :Xz)/\(hzzf'h-‘ry)/\(hz SG)
» Forward and backward propagation yields contraction of the domain: the domain
is contracted given the constraint without removing any feasible solution
X € [-10,10] Ay € [-10,10) AX* +y < 6 = x € [-4,4] Ay € [-10, 6]

;

Initial Domain

44



Interval constraint propagation for complex constraints

» Complex constraints are rewritten to primitive constraints
X2+y§6’v“>(h1 :Xz)/\(h2:h1+y)/\(h2 SG)
» Forward and backward propagation yields contraction of the domain: the domain
is contracted given the constraint without removing any feasible solution
X € [-10,10] Ay € [-10,10) AX* +y < 6 = x € [-4,4] Ay € [-10, 6]

e A0 4y ---=-----=----------- 1
! € [-10,10 !
! Contradted Box f\(/ IS %710,101 !
—4.4
! ¥ €% E
1
" P X
[}
—J0 -5 5 10
:
1
1
1
1

44



Interval constraint propagation for complex constraints
Example
X4y <6~ (h=x)A(hy=h+y)A(h <6)
x € [<10,10] Ay € [-10,10] AX* + y < 6 = x € [-4,4] Ay € [-10, 6]

45



Interval constraint propagation for complex constraints
Example

X4y <6~ (h=x)A(hy=h+y)A(h <6)
x € [<10,10] Ay € [-10,10] AX* + y < 6 = x € [-4,4] Ay € [-10, 6]

> Init:x = [—10,10],y = [—10,10],
> Forward propagation:

M = x? =[0,100], h, = I +y = [=10,110], h; := hyN] — o0, 6] = [-10, 6]
> Forward/Backward propagationon h, = hy + y:

while (not fixpoint)
h] = h] N (hz —y);
yi=yn(h—M);
hy :=hy, N (h] +y);

> Conclude by backward propagation on x:

45



Interval constraint propagation for complex constraints
Example
X4y <6~ (h=x)A(hy=h+y)A(h <6)
x € [<10,10] Ay € [-10,10] AX* + y < 6 = x € [-4,4] Ay € [-10, 6]

> Init: x = [—10,10],y = [—10,10],

> Forward propagation:
M = x? =[0,100], h, = I +y = [=10,110], h; := hyN] — o0, 6] = [-10, 6]

> Forward/Backward propagationon h, = hy + y:

hy = [=10,110]N] — oo, 6] = [—10, 6]
while (not fixpoint) m = [0,100] N ([—10, 6] — [—10,10]) = [0,100] N [—20, 16] = [0, 16]
= hy O (hy — y); y = [=10,10] N ([-10, 6] — [0, 16]) = [—10,10] N [—26, 6] = [—10, 6]

y =y n(h—m);
hy == hy 0 (b +y);

» Conclude by backward propagation on x:



Interval constraint propagation for complex constraints
Example
X4y <6~ (h=x)A(hy=h+y)A(h <6)
x € [<10,10] Ay € [-10,10] AX* + y < 6 = x € [-4,4] Ay € [-10, 6]

> Init: x = [—10,10],y = [—10,10],

> Forward propagation:
M = x? =[0,100], h, = I +y = [=10,110], h; := hyN] — o0, 6] = [-10, 6]

> Forward/Backward propagationon h, = hy + y:

h, = [=10,110]N] — oo, 6] = [—10, 6]
bl (s g ) h = [0,100] N ([~10,6] — [10,10]) = [0,100] N [—20, 16] = [0, 16]
M =m0 (B2 — y); y = [=10,10] N ([~10,6] — [0,16]) = [—10,10] A [~26, 6] = [—10, 6]
yi=yn(h—M);
b = a1 (hr 1 y): b = (10,610 (9,16 + [~10,6]) = [~10,]

h = [0,16] N ([~10,6] — [~10,6]) = [0,16] N [16, 16] = [0, 16]

y = [0,

» Conclude by backward propagation on x:
Fixpoint is reached, x such that x> = hyisx = [—4, 4]



Abstraction and control flow joins

In case of conditional structures

» We must over-approximate the union of abstract values computed in the different
branches

» We may lose some precision, but not forget behaviors

Example (Intervals)

int x,y;

if (random(0,1)<0.5) {
x=2+rand (0,2) ;
y=x; [11] 1}

else { x=6+rand(0,2) ;
y=3+rand(0,2); [12] i([12])

e (1)
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Abstraction and control flow joins

In case of conditional structures

» We must over-approximate the union of abstract values computed in the different
branches

» We may lose some precision, but not forget behaviors

Example (Intervals)

y
int x,y;
if (random(0,1)<0.5) {
x=2+rand (0,2) ;
y=x; [111 }
else { x=6+rand(0,2) ;
y=3+rand(0,2); [12] i([12])
' () i Uia([13])

Non relational abstraction: we join abstract values componentwise on x and y



Interval abstraction and wrapping effect

Boxes are non relational: rectangles with sides parallel to the axes cannot capture

relations between dimensions

» gray: initial box and its exact image
through 2 successive rotations

» cyan: in the center, the best box
abstraction of the exact gray image; on
the right, its image by the 2nd rotation

> : the best box abstraction of the
blue image (which is NOT the minimal
box enclosing the exact image in gray)
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Popular numerical abstract domains

X2 X2
AN
(a) Box: [; < x; < u; (b) Zone, Octagon: [; < x; < u;, X £ X < ¢jj
X;
2 Xo
X1 x
R P
(c) Zonotope: X; = oy + - gle; (d) Polyhedron: 3=, aix; < ¢
i=1

> Zones: representv; — v; < ¢j
[A new numerical abstract domain based on difference-bound matrices. Miné 2001]
> Octagons: zones plus relations v; + v; < ¢j [The octagon abstract domain. A. Miné 2001]

> Polyhedra Z,— aiX; < ¢ [Automatic discovery of linear restraints among variables of a program. P. Cousot and N.
Halbwachs. POPL 78]

In these 3 cases (see A. Mine’s course): between variables; often
combined with "packings" of variables
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Affine Arithmetic (Comba & Stolfi 93)

» A model for self-validated numerical analysis: 1st order guaranteed enclosures to

smooth functions
» Animprovement of interval arithmetic

Figure 1: g(z) = /2% — = + 1/2//22 + 1/2.

Figure 4: g(z) = \/z% —z + 1/2/\/z2 + 1/2.

Figure 2: h(z) = g(g(z))-

(Standard interval arithmetic.)

Initially for Computer Graphics: J. L. D. Comba and J. Stolfi (1993), "Affine arithmetic and its

Figure 5: h(z) = g(g(z))-
(Affine arithmetic.)

applications to computer graphics". Proc. SIBGRAPI’93

49



Affine forms

Each variable xy is represented by an Affine Form

P » the ¢ are symbolic variables called
~ 1 1
X1 = ap + Zgiei , Which range is [-1,1]
i=1
l > the g express the of the
corresponding noise in the variable

P
Xn = ap + E gle » sharing ¢; between the variables xi, . . ., X
i=1 expresses
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Affine arithmetic (Comba & Stolfi 93)

Affine transformers are exact

Uncertain initial value given in [a, b] for an input variable x introduces a fresh noise
symbol ¢; and creates a centered form:

a+b b—a
), B=a),

Multplication by a constant A € R and addition are computed component-wise and
exact:

5

)0?:)0(0+>\X1E1+...+)\Xp8p

X+§7= 0 +yo)+ (a+yme+...4+ (0 +Yp)ep

Non linear operations : approximate linear form, new noise term bounding the
approximation error. For instance multiplication:

1 n n
fxy = (agag+ 5 3 lafafl) + D (afog + ofab)e +
i=1 =

51
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Geometrically, a vector of n aff forms with p symb is a zonotope in R”

» Zonotope = a Minkowski sum with center c and generators {gi, . .

P
Z:{xeR”,x:c+Z€fgf, -1<g <1}

i=1

()~ () ar ()

» Constructionin 2D:

15 15

25

’7gP}:
154
10
15 20 25 30

15
— 10 T ALS &

5

15 20 25
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Zonotopes

Zonotopes are

» a Minkowski sum of segments

P
Z={xeR", x=c+ ) &g, 1< <1}

i=1
» a center-symmetric polytope which faces are also center-symmetric

> the projection in R” of a linear transform of a p—dimensional cube

> Zonotopes have been studied in e.g. combinatorial geometry, polyhedral
combinatorics,

> Generalization in nD of the 3D zonohedra introduced at the end of the 19th by E.
Fedorov, a Russian mathematician and crystallographer.



Example: affine operations

Interpret the following program with interval arithmetic and affine arithmetic:

:=[-1,1] ; b :=[-1,1]
1 +a+ 2 *x b;

2 - a;

x +y - 2 % by

N < X p
wonon
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Example: affine operations

Interpret the following program with interval arithmetic and affine arithmetic:

:=[-1,1] ; b :=[-1,1]
1 +a+ 2 *x b;

2 - a;

=x +y - 2 % by

N < X p

» Affine forms for x and y:
X=1+¢e+2e €[-2,4]
Jg=2-e¢€[1,3],

with ey, e, € [-1,1]

» This representation encodes implicit relations, in particular
Z2=%+y—-2b=3
> Withintervals,x € [-2,4],y € [-1,1]andz € [-3, 9]
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But ... zonotopes with set inclusion ordering do not form a lattice!

No least upper bound of 2 zonotopes: incomparable minimal upper bounds in general
[ I [ I

o
@



Numerical abstract domain (when not a lattice)

Concretization-based analysis
» Machine-representable abstract values X (affine sets)
» A concretization function ~y

> Apartial order on these abstract values, induced by v: X C ¥ <= ~#(X) C (V)

Abstract transfer functions

» Arithmetic operations: F is a sound abstraction of f iff

Vx € v (X), f(x) € v (F(X))

> Set operations: join (U), meet (N), widening
> no least upper bound (possibly several incomparable minimal upper bounds) / greatest
lower bound on affine sets
> Join operator: we want efficient algorithms to compute upper bounds, if possible
minimal ones
> Interpretation of test condition (meet): we need an over-approximation of all lower
bounds



Affine forms and zonotopes as an abstract domain
Two kinds of noise symbols

» Input noise symbols (g;): created by uncertain inputs

» Perturbation noise symbols ();): created by uncertainty in analysis

Perturbed affine sets X = (C*, P¥)

m
— + tpX 2

,ff) )

> L

Xp Nm

>

links the current values of the program variables to the initial values of the input
variables (linear functional)

> Perturbation part encodes the uncertainty in the description of values of program variables
due to non-linear computations (multiplication, join etc.)

Zonotopes define input-output relations (parameterization by the ¢;)

» Want an order that preserves these input-output relations



A simple example: functional interpretation

real x

real y

[0,10];
X*X - X,

>
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A simple example: functional interpretation

real x = [0,10];
real y = x*x - X;
X
X = 5+5€1
y = (5+5€1)(5+5€1)—5—5€1
= 20 + 45¢; + 2557 = 20 + 45¢; + 25 (0.5 + 0.57,)
= 32.54 455 41250 = —12.5 + 9x + 12.5n,

Zonotopes are an efficient abstraction (compared to e.g. the more general polyhedra):
geometric shape, but with functional interpretation

» they encode affine correlations between variables in a sparse way.
» they provide first-order enclosures of any smooth function



Functional order relation

Concretization in terms of sets of functions from R” to R”:

¥ (X) = {f :R" — RP | Ve € [-1,1]", 3n € [-1,1]7, f(e) = & ( ; ) +tPX77} .

» Equivalent to the geometric ordering on augmented space R?*": zonotopes
enclosing current values of variables + their initial values ¢;

On
¥(X) € v(¥), where X = ( ( Inxn ) ¢ )

0m><n PX

> Implies the geometric ordering in RP

» Computable inclusion test:

HEV - sip (I1(c" = XYull, + [IP¥ully = [IP"ull) <0
u

Example €

> q=24¢e,0=2—¢ "

» x; and x, are incomparable




Functional order relation

Concretization in terms of sets of functions from R” to R”:

¥ (X) = {f :R" — RP | Ve € [-1,1]", 3n € [-1,1]7, f(e) = & ( ; ) +tPX77} .

» Equivalent to the geometric ordering on augmented space R?*": zonotopes
enclosing current values of variables + their initial values ¢;

On
¥(X) € v(¥), where X = ( ( Inxn ) ¢ )

0m><n PX

> Implies the geometric ordering in RP

» Computable inclusion test:
XCV < sup ([(C" =Xl + [IPull; — IP"ull;) <0
ueRP
Example €

> X =2+ e1,X =2 — e (geometric
concretization [1, 3]) X

» x; and x, are incomparable




Functional order relation

Concretization in terms of sets of functions from R” to R”:

¥ (X) = {f :R" — RP | Ve € [-1,1]", 3n € [-1,1]7, f(e) = & ( ; ) +tPX77} .

» Equivalent to the geometric ordering on augmented space R?*": zonotopes
enclosing current values of variables + their initial values ¢;

On
¥(X) € v(¥), where X = ( ( Inxn ) ¢ )

0m><n PX

> Implies the geometric ordering in RP

» Computable inclusion test:

HEV - sip (I1(c" = XYull, + [IP¥ully = [IP"ull) <0
u

Example &
> Xy =2+e1,X =2 —¢e1,X3 = 2+ m (geometric 7"77
concretization [1, 3]) a

» x; and x, are incomparable , both are included
in X3. ‘




Component-wise upper bound (mub under some conditions)

)?:3+E1+252 U }7:1—261+62 o )A(U)? = 2+€2+3f/1
0=0+e+e 0=0+e1+e \a

= O0+4+ea+e

<>

>
<>

]
Construction (cost O(n x p))

» Keep “minimal common dependencies”

zi= argmin |r|, Vi>1
XiNYjSTEXiVYi

60



Component-wise upper bound (mub under some conditions)

)?:3+E1+2€2 U }7:1—261+62 o
0=0+e+e 0=0+e1+e B

XUy = 24e+3mn
] = O+e+e

<>

>
<>

>

|
N
><>¢‘

Construction (cost O(n x p))

» Keep “minimal common dependencies”

zj= argmin |r|, Vi>1
XNV SrEXi VY

» For each dimension, concretization is the interval union of the concretizations:
YFUY) =) ur@)
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Fixpoint computation with componentwise join

General result on recursive linear filters, pervasive in embedded programs:

n n+1
Xk+n+1 = Z QiXk+i + Z bjex+;, e[*] = input(m, M);
i=1 j=1

» Suppose this concrete scheme has bounded outputs (zeros of x" — 272_01 X
have modules stricty lower than 1).

» Then there exists g such that the Kleene abstract scheme “unfolded modulo g”
converges towards a finite over-approximation of the outputs

X=X UF(E, .. B Xicr, o Kimk)

in finite time, potentially with a widening partly losing dependency information
> The abstract scheme is a perturbation (by the join operation) of the concrete scheme
> Uses the stability property of our join operator: for each dimension
Y(EUP) = ~(&) U~ ()



Transfer functions for conditionals: constrained zonotopes

> Affine forms unchanged (keep correlations), transfer constraint on noise symbols

» Equality constraints: substitution of one noise symbol using the equality

» Inequality constraints: use a contractor to contract the domain of the noise
symbols ¢; (or keep the constraints explicitely and use LP)

Example
real x = [0,10];
real y = 2%*x;
if (y >= 10)

y = x;

> Affine forms before tests: x = 5 + 5e1,y = 10 + 10,

» Inthe if branch ¢; > 0: condition acts on both x and y

Functional interpretation
The conditional leads to a constraint on the noise symbols ; restricting to the set of
inputs that can lead to an execution satisfying the constraint.
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Application: examples of analyzes

Some classical abstractions/analyses

» Run-Time Errors (RTE: division by zero, nil dereference, out of bounds array
dereference, overflows etc.)

» Worst-Case Execution Time (WCET)

Next slides: focus on the analysis of numerical properties
» Accuracy of finite precision implementations

» Behaviour of the program (control flow, number of iterations, method error)
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Analysis of floating-point programs: a simple example

/* float-error.c */
int main () {
float x, y, z, r;
x = 1.0el11 - 1;

y = 1.0ell + 1;

zZ =x - y;

r = 1/z;

printf ( , z, T);
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Analysis of floating-point programs: a simple example

/* float-error.c */
int main () {
float x, y, z, T3
x = 1.0el11 - 1;

y = 1.0el1l + 1;

z =X - y;

r = 1/z;

printf ( , 2z, T);

> gcc float-error.c
> ./a.out
> 0.000000 inf



Floating-point numbers (IEEE 754 norm)

3130 2322

0
B[ T[T Sl

Exponent Mantissa

Sign bit
IEEE 754 Single Precision Format

f = (=1)°1.m2°7"" with s the sign, m is the mantissa, e the exponent.

» Limited range and precision : potentially inaccurate results or run-time errors
» absorption/cancellation : 1+ 1078 = 1in simple precision float
> loss of associativity : (—141) + 1078 #£ —1 4 (14-107%)

> Elementary rounding error when rounding r* to fl(r*):
(6, > 0,80 > 0), | — A(r)| < max(§|fl(r')], 8a)

05 1 2
T I |

» The f.p. result of arithmetic elementary operations +, —, %, /, v is the rounded
value of the real result
> allows to systematically bound the error committed at each arithmetic operation
> basis for an error analysis that bounds and propagates these elementary errors



Concrete semantics underlying the FLUCTUAT analyzer from CEA

» Bound and propagate rounding errors and track their origin:
> bound floating-point value, but relational analysis only on real values
» for each variable x, we compute * from (r*, ¢*)
> abstract real value and errors by zonotopes: noise symbols also encode origin

float x,y,z;

x = 0.1; // [1]
y = 0.5; // [2]
z = x+ty; // [3]
t = xx*xz; // [4]
7 = 0.1+1.4%°[1]
f = 05
7 = 0.6+1.49 °[1] 4 2.23e 8 [3]
f = 0.0641.04e° 1] +2.23e77 [3] — 8.94e7'° [4] — 3.55¢~" [ho]

» Implementation:
> Accurately bound floating-point errors: convenient to use multiple-precision
floating-point numbers: the GNU MPFR library (https://www.mpfr.org)
> Sound finite-precision implementation of affine forms: either use affine forms with
(tight) interval coefficients or bound error at each operation
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Abstraction in Fluctuat

» Can we prove:
> that the algorithm computes something close to what is expected ? (method error)
> that it does so also in finite precision? (finite precision error)
> that the finite precision behaviour (control flow) of the scheme is satisfying? (problem
of unstable tests + convergence for iterative schemes)

Abstract state:
> :
> Interval f* = [f*, /] bounds the finite prec value, (f*, f¥) € F x F, intersected with
o= (ah+@Pafe) eé + Deief
i ~~
y center of the error ;,_/
real value uncertainty on error due to point

+ Pme )
i

———
propag of uncertainty on value at pt i

> , constraints on noise symbols: interpretation of conditional
> for finite precision control flow
> for real control flow

> (when finite precision and real control flow may differ), the
difference between the abstract values in both branches added as an error term



Example (Fluctuat)

D b ® @

Fluctuat - Pointsept

#include "daed_builtins.h"

) return 0;

Hilzl 50 608

24267.6

16178.4

8089.2

~Variables / Fil

~Variable I I

i (integen)

main (integer)
X (double)
¥ (double)

pointsept.c

Float :

Variable Interval
Float :

-4.34554475e4 -4.34554474e4

-4.34554475e4
6.99999999¢-1

43455447404

Real : 7.00000001e-1

U

0
At current paint (4) :
29876.1 29876.1
[Last analysis : 0.02 sec / 16384 Kilo Bytes | v
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Fixpoint for an order 2 recursive filter

D » @OE ki X N R

#include "daed_builf wems
w{m ‘main(void) polymake: 1,03e-14
double 5,50,51,EEC
inti; 2.7
$=0.0; 50=0.0;
E= DBETWEEN(0,1);  draw zonotape:
EQ=DBETWEEN(0,1) &0 E
E1 =DBETWEEN(0,1 & (= s
51 50
i (=
for (i=Lii<=100;i+ | man 57e-1
O =E Draw |
E= DBETWEEN(0,1 kLot
§1=50: ) f ) 0
§=07*E-E0* Ve s i s
DPRINT(S); E (double) Float :
. EO (double) -1.09071885 2.75738551
DAFPRNTI) OAF EL {doutle Reat
} ' S (double) -1.09071885 2.75738551
S0 (double) Global error :
S1 (double) -1.16861722e-14 1.19328882e-14
i (integer) Relative error :
sels fatoecdt -00 +00
order2_filter.c Higher Order error :
0 0

At current point :
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Another example (Fluctuat): Householder scheme for square root

luctuat - Householder_sart ]
O P @O 2l I & &9 «

#include

#include <math.h>

#define _EPS 0.00000001 /* 10A-8 */
int main ()

float xn, xnp1, residu, Input, Output,
should_be_zero;

int;

Input = FBETWEEN(16.0,16.002);

xn = 1.0/Input; xnpl = xn;

resldu =2.0* EPS*‘(er npl)/(xn+xnpl);

2,11e-07
(1.875 +
.25+0.375*Input*xn*xn)); 0,00e+00 =
*(xnpl-xn)/ (xn+xnpl); 0 25 50
Variables [ Files Variable Interval
} Input (float) Float :
Output = 1.0 / xnpl; Output (float) -1.18123876e-6 1.18123956e-6 |
should_be_zero = Output-sqrt(Input); i (integer) Real :
return 0; _ main (integer) -1.02630258¢e-8  1.02636675e-8
Warnings residu (float) Global error :
Potential overflows should_be_zero (float) -1.17097598e-6 1.17097576e-6
Error attop in i signgam (integer) Relative error : |
Value attopini =R —00 +ool ||
Householder_sqrt.c Higher Order error :
Threats : 0 0
Tyoe At current point (17) : *
-9.17837e-07 9.17837¢-07 |

1 A\ Unstable test (machine and real value do not take the s:
2 €3 Unstable test (machine and real value do not take the s;

3 € BUILTIN bounds not exactly represented '

ok || Last analysis : 0.42 sec / 28672 Kilo Bytes = |
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Next

Assignment for next week: paper reading and presentation
E. Goubault and S. Putot, A zonotopic framework for functional abstractions

> Beware, there is a shorter version on Arxiv, the above link (also on the course’s
webpage) is the version to consider

» Everybody reads the article, one of you presents the main ideas with slides in
approx. 15 minutes

» Follow-up discussion: prepare questions, comments (critical view expected!)
» Each of you will present at least one article during the course

» Who is presenting next week ?

Next week: neural network verification: zonotopes again!
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