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Motivation: trusting autonomous controlled systems

Control systems that operate autonomously in complex environments are a reality

Exploration and monitoring Autonomous driving



But are they safe ?

Ariane 5 crash (1996)

Schiaparelli’s crash on Mars

Software bugs, but related to control and robustness in highly uncertain environment:
» Ariane 5: a piece of code was copied from Ariane 4. But the flight dynamics
changed: overflow in a conversion from a 64 bits to a 16 bits number

» Schiaparelli: saturation of the IMU (inertial Measurement Unit): negative estimated
altitude when it was still at 3.7km and premature release of the parachute...



Learning-enabled systems in particular are fragile
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The typical control loop

Perception and prediction

A\

AN

- Detection of obstacles, traffic signs, etc
- Trajectory prediction (of ob I

Planning and control

State estimate x

Measurement

Dynamics dx/dt=f(x,u,w)

Control u

> Need to operate in unknown, uncertain and dynamic environments
> Should be robust to change in lightning, and noise in general
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Reachability analysis

Specifying the expected behavior for control systems

» Adifficulty with respect to traditional program verification: many applications lack
mathematical specifications
» For example, how do we specificy that a traffic sign should recognized ?
Rechability analysis: ensure that safe envelopes of dynamics are maintained
» finite-horizon properties (robustness to disturbances, reach-avoid properties),
» infinite-horizon properties (stability, viability kernels, etc.)
» in every possible configuration for uncertain inputs, parameters and disturbances

» Input-output relationships when a specification is available

planned path  ——>

other car

autonomous car

——

+— stochastic reachable set

M. Althoff, Reachability Analysis and its Application to the Safety Assessment of Autonomous Cars
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The closed-loop: a time-triggered hybrid system

Given

» plant dynamicf,

> state x, control u, :
disturbancew € W a

» controllerh

» control period At,

Measurements y

T

Sensors

Controls u

Environment £
. e

Controls 1

Time-triggered (u computed every A,t) dynamical system with non-linear feedback:

x(t)
x(to)
u(t)

f(x(t), u(t), w(t))
Xo € Xo
Uy = h(y(X(Tk))), fort € [TkkaJrl); with 7 = to + kAt,, Vk >0



Reachable sets of dynamical systems

Under classical hypotheses, there exists a flow ¢/ (s; xo, t) solution of the initial value
problem:

x(t) = fx(t), u(t))

x(0) € Xo,u(t) eUU CRP

Given the set of initial conditions Xy, system dynamics x(t) = f(x(t), u(t)):

» State x; is reachable at time t if
Ixo € Xo,Ju : [0,t] = U, st gof(t;xo, u) = Xx¢.
The reachable set at time t is Reach(Xo,U) = {x¢|x; is reachable at time t.}
The reachable set is Reach(Xo, U) = {x¢|3t, x¢ is reachable at time t}, but it is not
often computed over infinite time.

» The reachable set or tube or flowpipe over time horizon [0, T] is:

Reachyo,rj(Xo, U) = {x¢|xs is reachable at time t < T}



Reachable sets of dynamical systems

X2
T . . Over-approximated reachable set
Reachability analysis R ittt
Al |
on bounded horizon: [0, T] e !
. i
-’ 1
1
Reachr (X))
> X1
Simulation: Reachability analysis:
» approximate samples of behavior » covers all behaviors

» over finite time » over finite or infinite time



Reachability-based verification: reach-avoid problem

System must reach goal set T1 (and T2) while avoiding unsafe sets U1 and U2

@ T

» Outer (or over)-approximation = guaranteed to include all reachable states
> proves safety wrt to unsafe region U,, but unconclusive for U,
> proves that target region T; is reached, but unconclusive for T

> = all states are guaranteed to be reachable
> proves unsafety wrt to U
> proves that target region T, is entirely reachable ("sweep-avoid?")
> proves that some trajectories do not reach T,.



Outline of the course

Recent semantic abstractions for controlled and Al-based systems:

o g4 o U b w N

. Set-based computation and abstract interpretation

. Abstract interpretation-based verification of feedforward neural networks

. Reachability verification for uncertain dynamical systems (possibly nn-controlled)

. Inner- and outer-approximation of general quantified reachability problems

. Beyond finite time reachability, and homotopy theory

. The geometry of the reachability space, topological complexity and cohomology

. The geometry of neural networks, quality of classification and persistent homology

. The geometry of reachable states in coordination problems (if time allows)



Outline

Courses 1-4: set-based computations

» from function image to general quantified reachability problems
> efficient, but ignore in general the underlying geometry:

> we are often relying on local solutions
> we often convexify for tractability, or at least rely on the geometry of the approximations

Courses 5-8 : from sets to geometry

» characterize the geometric properties of these reachable sets: connected
components, holes ? homotopy type ?
» some specific applications, e.g.:
> from bounded time reachability to unbounded time

> measure of complexity of some control problems
> quality of neural network classifier / complexity of classification problems



Beyond finite time reachability: invariants

Example: from bounded-time reachability to unbounded time reachability

For a continuous dynamical system (ODE), we will be able to “read" what happens
within some compact set, from the exit set of the flow map on that compact set - we
will see some applications of this (Wazewski’s property, Conley index theory) to the
existence of local (positive) invariants within some prescribed compact set.
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The geometry of the reachability space

Example: backward reachability
Find controls that will reach some target (sub-)space after some amount of time, and
will not run into some other subspaces (e.g. obstacles, as for reach-avoid problems):

» connected components lead to at least one discrete control (switched controller)

» the finer topology will lead to at least know the necessary dimension, or number,
of the continuous controls

(set of backward reachable states/controls with all these obstacles: 11 components)



Similarly, but for measuring the “complexity" of potential controller

Topological complexity

R.0.B.0.T. Comics

Motion planning algorithm : how do |
go from point A to point B?

Its complexity : how can | partition the
space of points A, B so that to apply on
each part a “simple” (e.g. continuous
in that case) formula?

"H1S PATH-PLANNING MAY BE
SUB-OPTIMAL, BUT IT'S GOT FLAIR."

The number of discontinuities (similarly to the last slide) is a measure of that complexity.



The geometry of neural networks

Example: the “shape of classes" in neural network classification
A neural network used as a classifier, trained over a set of labelled data, is going to be
of quality if it “recognizes" the shapes of the different input classes.

Here: two nested classes with a linear separator; about 80% of the samples will be
classified correctly, but we clearly missed the point here.



Example: complexity of classification problems

(already a glimpse on that in the last example)
Example: complexity of data classification

When the classes labeled data has “complex" shapes, this has to reflect into the
complexity of any classifier (e.g. neural network).

Suppose for now the data forms a “real" topological space (not just a discrete set of
points). Then having m connected components means we need at least an algorithm
with complexity O(log m) to classify them (“set membership problem" using algebraic
decision trees)
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Example: discrete dynamical systems/distributed systems

Task specification (the protocol complex is a depiction of the set of reachable states)

d Decision?

Output complex

Protocol complex

Protocol
specification

Task
specification

Input complex



